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ABSTRACT

The recent increase in digital audio media has greatly expanded the size and diversity of sound data, which has increased
the importance of sound data analysis in the digital forensics process. However, the lack of standardized procedures and
guidelines for sound data analysis has caused problems with the consistency and reliability of analysis results. The digital
environment includes a wide variety of audio formats and recording conditions, but current audio forensic methodologies do
not adequately reflect this diversity. Therefore, this study identifies Life-Cycle-based sound data elemental technologies and
provides overall guidelines for sound data analysis so that effective analysis can be performed in all situations. Furthermore,
the identified elemental technologies were analyzed for use in the development of digital forensic techniques for sound data.
To demonstrate the effectiveness of the life-cycle-based sound data elemental technology identification system presented in
this study, a case study on the process of developing an emergency retrieval technology based on sound data is presented.
Through this case study, we confirmed that the elemental technologies identified based on the Life-Cycle in the process of
developing digital forensic technology for sound data ensure the quality and consistency of data analysis and enable efficient
sound data analysis.
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Fig. 2. Sound Data's Element Technology Utilized in Digital Forensic Technology
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